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Introduction
Depth estimation‐based obstacle avoidance has been widely adopted by
autonomous systems (drones and vehicles) for safety purpose. It normally
relies on a stereo camera to automatically detect obstacles and make
flying/driving decisions, e.g., stopping several meters ahead of the obstacle in
the path or moving away from the detected obstacle. In this poster, we
explore new security risks associated with the stereo vision‐based depth
estimation algorithms used for obstacle avoidance. By exploiting the
weaknesses of the stereo matching in depth estimation algorithms and the
lens flare effect in optical imaging, we propose DoubleStar, a long‐range
attack that injects fake obstacle depth by projecting pure light from two
complementary light sources.

Highlights

We propose DoubleStar, the first attack against stereo vision‐based depth
estimation in OA systems on robotic vehicles and drones.
We are the first to launch a long‐range and continuous attack towards
autonomous systems. Through simulation, we show that DoubleStar achieves
a fine‐grained trajectory manipulation of drones.
We successfully launch DoubleStar on two commercial stereo cameras
designed for robotic vehicles and drones (ZED and Intel RealSense D415) and
one of the most advanced drones (DJI Phantom 4 Pro V2) in different
ambient light conditions.

Background
Depth Estimation in Stereo Vision

(a) Human binocular vision (b) Camera stereo vision (c) Triangulation in depth estimation

Figure 1. Depth estimation in stereo vision.

Lens Flare Effect

(a) (b)

Figure 2. (a) Lens flare effect; (b) the relationship between the light source and the orb’s
position.

Threat Model

The attack goal: to disrupt regular operations of autonomous systems by
injecting fake depth, and further lead to unintended system behaviors.
The attacker’s capability: no physical access to the hardware or firmware of
the attack target, no access to the camera images, and no prior knowledge
about the depth estimation algorithms.

Vulnerability in Depth Perception

The main root cause of the vulnerabilities in depth estimation algorithms is their
lack of higher‐order perceptions. Unlike human perception, such algorithms do
not base their decisions on personal experience. Instead, they aim to match sim‐
ilar features (e.g., shapes, colors) with high confidence as stereo correspondence,
as long as they are in relatively reasonable positions in the left and right images.

Figure 3. An image patch is attached to left and right images, and the depth estimation
algorithm, block matching, outputs the fake depth.

Attack Design

(a) X‐shape attack

(b) Trapezoid‐shape attack

(c) Triangle‐shape attack

Figure 4. Three different attack patterns are used in beams and orbs attacks. The orange circle
represents the appearance of the injected light (glare) in the image, and the dotted white circle
stands for the position of the light source which is not aiming at the camera. Green small circles
stand for the orbs.

Attack Simulation

Figure 5. The simulation workflow of with Ardupilot and AirSim.

(a) Flying trajectory on the zoom‐in map in
Ardupilot

(b) Real flying environment in AirSim

Figure 6. The ArduCopter under attack drifts away when there is no real obstacle near the drone.

Experiments
Experiment Setup

Figure 7. Outdoor attack experimental setup.

Fake Depth Range on Drone

Table 1. Fake depth range on the DJI drone at night and during the daytime with different
attack patterns. Expected fake depth is derived from the mathematical model. “None” means
no fake depth can be successfully injected.

2*AttackDistance (m)
Expected Fake
Depth (m) Fake Depth Range at Night (m) Fake Depth Range in the Day (m)

X Trapezoid X Trapezoid Triangle X Trapezoid Triangle
1 0.5 0.5 0.5 0.5 None 1.5 1 None
2 0.5 0.5 0.5 0.5 None 0.5 ‐ 1 8 None
3 0.5 0.5 0.5 0.5 0.5 ‐ 16 1 ‐ 1.5 3 None
4 0.5, 1 1 0.5 ‐ 1 10.5 0.5 ‐ 16 0.5 ‐ 1.5 10 ‐ 11 0.5 ‐ 11
5 0.5 1 0.5 11 0.5 ‐ 16 0.5 ‐ 2 5 ‐ 11 1 ‐ 5.5
6 0.5 1 0.5 ‐ 1 12.5 10.5 ‐ 16 1 ‐ 2 5 ‐ 11 1 ‐ 11
7 0.5 1 1 12 ‐16 6.5 ‐ 16 None None 0.5 ‐ 14.5
8 1 1 0.5‐1 12‐16 6.5 ‐ 16 None None 1 ‐ 14
9 1 1 None None 1 ‐ 16 None None None
10 1 1.5 None None 1.5 ‐10.5 None None None
11 1 1.5 None None 1 ‐ 16 None None None
12 1.5 1.5 None None 1.5 ‐ 16 None None None
13 1.5 2 None None 1.5 ‐ 16 None None None
14 1.5 2 None None 10.5 ‐ 14 None None None
15 1.5 2 None None 16 None None None
16 1.5 2 None None None None None None
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